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(54) [S!9go«i»3 3fc:-:?^n5"^hp&a. &r5iii5&ft£]a^Ui/t7=-^J!yssse. 



(57) [g^^] 

[^i**-f5] Source Device 5L»** 
^iJ^f^CCjrO^^^ti^v'- F=^- (Kc s ) 

C<Di^-F + - (Kc s) (Kc k) ^ 

ftJfflLrBg^ft^tfeb. Bi^{t$n/c5>-K+- (eK 
cs)^Sink Devic e&Ciifi-r^o ^/cS o 
urce Devic e n>r'>'> -r- (Con t 
en t s) ^Bg#{t. Ra^ffi-^{t-r€>/c«?)(?:> =3 

(K c ) F=^- (K c s ) t'm^^'f-^ 

(Nc) (bOHIXCCS'^C^ri^Tic S i n 

k Devic e«n>'r>'> + - (Kc) ^rfflC^T. 
Hi-^^t^i^;^c=J>'r>'>f (e [Content s 

(KC) ] ) ^mmtri>o 
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(2) 



0- 1 00 069 



CC)SmL/c3fc'-:7*pf'^ h»*<D'7'--3'*. ffe<DtB 10 

v"-^^ Bi-^{ L ^ ^1 /c ^ $ Mieta^^t ^' Y :^ tc est" 

mriBill(i7cr^^^V:^Cc J: 0 . fiulEm 1 CD^-aEtSfRtcJ: -:> 

X i <DPeiri2iiE*JiJl^llfii L . 

=if-yp^^ hmo[)x-t$r^:Bt^^bStl/c$*H5iB 
tS^5t r W :^ CdEiHr C <b <?: T ^ :3 f- y P 

7*^ h:&?£o 40 

^^'). imo^^'y^-'^^c^iihtifcmn.x^^ct 

^it#Si<h'r^li*^,2i£tScD3f--:7'pf-d? h:^ffio 



3ifi7E7^^'^V;^/)^6mii2:3fc'-^'PT-^ hJ+I^O-r-^ 

^BuiBS^t^f5rIx^to. 

BuIBSIfiTcf'^'^ X cc J: 0 . mun 1 (D^atf ««c J: 
r Bg-^{b$ n/cmflBBf ^fb^^^^t- S/cJ?><D/N-^ - 
^it#S^B«iBSfi^©r-Sftf ^i^cc. Bg-^^b$n;rc 

^BMlBS^^SriXftL. 

WiBiUft^SCc J: 0 HuiB5IHl7C7^^^>f :^ J: OSd U/cglj 
iBSg-^fbSg^^^-r ^ fci^(D^^ ^ > - BJiB^ 
2 <7)iSiltf $E^c ct: 0 Si^lb L X bu IfitB^ffe >' W >^ cc ^ 

m^(D^IJt^<i:^rmriBS^CD>'>*^y-t$?:0^6Bt-^ 
fbMl^tf ^^^iS-r C i ^J^ffiit* ^iS*«5 IBtKO 

O<to{j. Su lEI? 1 tf/c{Jllf 2 CDISiEtS^CC J: o-CPg-^ 

-^«:SS'r«>/cd?>o=if-:7-p'?-i? h^sccfcc^r, 
^^ftr^n^, f^i^3il^t^•r>'^'-<:^.<i:(DrH1T'i2iEMa 

u. 



# 



(3) 



c OS^tt #6^ ffic ^ -c Bg-^ f b 5 /cHl <D >' ^ ^ > . 
.RC>'B#^l^r ^ 2 <D^^' ^ ^ - a?tg*S^Sui£iilft7t 

BuiSII 1 (D>'^*^y-:$^^^c;^m2cD^^•^-^-:^^fflc^■r. 
[0 0 0 n 

C000 2 ] 



0 - 1 00 0 6 9 



[0 00 3] C(D«OIS^«g«. 0i)x«DVD (Di 
gital VersatileDisk) CC^S^ti 

e^SlttSriiC-CS^JgtCiSen^, MPE 

[0 00 5] ifi^. CCDJ:^^j:::i>'r>':/r'-^O^f'^ 

[0 00 6]-^cr\ CPTWG (Copy. Prot 
ection TechnicalWorking G 

'AmiK(0^^^^:-'^-y ^'C^^ I E E E 1 3 9 4 

m ajiT. I E EE 1 3 9 4 ::it*-yar-^ hSSBi^* 

[0 00 7] I EE E 1 3 9 4 ^";t;1'>''«X«. 
;ut:r5j->'*b--V'. -^y h V yy'^^y TV. ^n*- 
y :^ n > * - a? ^ >!: o <- ^X^SKcr?^ >^ ^ > 3? - 

[0 0 0 8 ] I E E E 1 3 9 4 =3 b'- ^ h Sffi 
/bn/cBg-^ftr^'P h^JJU^SC^-SCiCCcfcO, IEEE 

1 3 9 4 '>'jr;u>'<x^/rL/"C7^>^^;t'b-r^:7'u- 

-b-;^ h h yV'^t-y i^X, TV. .'S- Vr^Jl/rJ > t* 

n b* - ?r ±r # ^ ci: ^ CC U t C ^ 
[0 00 9 ] 

=1 > r- > y - ^ ^ ^♦SUfal r ig L ^ L /ciS^CC 




5 

gfe^ 'CFillCCSC:tig U tO^-C # ^ ex f- A «^ L >^c C:f ii 

[ 0 0 1 1 ] S 8 -fe h h 1 (ST 

B) I EEE 1 3 9 4>'^'X2^/^Lr3*fi$tlr* 

3 9 4:/'; ^r>>4^/rLTDVDRAM K^>r:/5^<D 

[00 12] CCDt^XxAtCijC^r. ^TSTB 
DVDR AM K^'^^BCCn^T-^'^f'-^^i^fiT^ 
STB 1 iDVD-RAM K^>C:/5'€-n-en(ci3: 
^:re»tiC^^Au thent icatorS. Qr^tSral 

y^x^hct^mv^^i^h^. ^Lx. ccomm^moy^ 

i6Ki^^<Df'^^^:^X::i> a-jv^- tm^Siti^^^ 
(Kx) *^it^-rsc<b*5r^t^o ^LX^^ 
ic. CGMStPfi^fti-Sn f-r3> h P-^fUff^B (EM 
1) ^j^fir^o (i^. CC?)EM I <Dtt*R«. rJf-.lHl 

-iHl-SJ, Df--pJ^<DC03a5HffR^^aT^*>or^ 

>f*>-> + -- (Kc) ^rSfUPJl-Ci'P^f €>. fi£r>r«?llx 

[0013]Kc=J [Kx. f (EM 1 ) ] 

C<DJ:^^-rti',tz:ilyTyy^- (Kc) Sf*^, Mm 

C0014]^L-C. DVDR AM K7^:75iCt3:. S 
TB ICDC 1 phe r 1 0 r:3 >x> (Kc) 
fflLi-CB|-^ft3:ti/c=3>7">';^f-^ ( e [Conte 
n t s (Kc> J ) tthi^C. :=i>ha-)l^- (K 
X) Z^Cf':^ t'-rsv h D-;l.ti#R (EMI) 



4) !^gg 2 (To 0 - 1 0 0 0 6 9 

6 

^tLX^m^tii>Ct(^tj:ho 
[00 15]^X«:, DVD-RAMF^-f yStCftttS 
n/c:3>f'>':''7=-^ (e [X:ontents (K 

c) ] ) MPEG'7^n-:Sz^6ISF<DII*#g^iE^^ 

[0016] CCOmh. t-rUVD-RAMh'^ 
iMPEG2'7':3-y6CC^C:f 6tl/cAu thent i 
cator9. 6 1 rtgiiEftJiffi*^^ S ti -5 . ^ b r . 
10 .blBSTB 1 iOVD-RAM K^-<:/5^<D^iiE«iffi 

h D -;i.ti#R^^^*^ > - ^ <»: 1/ r^e?). C CD 2 S3SCD>^>- 
^ y - (c J: 5» M»m > > ^ -*f^ ^ o 

[0 0 1 7] /c/d, C<D<!:lrr3> hn-;U=^-. alt'- 
a>hu-^Mnmt. BUHSTB 1 <b DVD-RAM F 

^4:/^xmm.9nM^Lfcmt{tf-^f)^mts:i>o cn 

r3>hP-;U^- (Kx)^^#7^>^>V:^rQll^^.-C@ 
«OiSiE«i516c J: X^^ $ ti -6 t^$fir ^ <DX&mK 

20 Hcoc^r^i, m^U. :3f |plpIf=^-t>7:>5STB 1 

;:):^6 D V D - R AM K ^ >f :/5 CC«Sfi$ 4i/cJa^cCCi , 
DVD- RAM F5>rr^5 3&>6MPEG2'^=i-^6K: 

[O0 18]o^«3. ±iB<i:{'tM3^j:«5fT/c7^j:p> hn- 
;U=^- (Kx' ) . irtS*^S!lg$n/cr3f--n>hD 
-MS^R (EM r ) (D^^'yj'-^^mi^^^OX. 
Kc' = J [Kx' . Nc, f (EM r ) ] 

[ 0 0 1 9 ] i^E-^r. DVD-RAM F^-f :;^9{3:Sr/c 

^^Bg-^it (eContents (Kc' ))L.MP 
EG2f'='-^'6iCj||fiL, MPEG2r^3-:$^^-6r 
ii. 20(D^>'^^-d?€:ffll^fPfiSL//c=i>f->*>4^-K 
c' ^fflC^r. C i p h e rCCTrJ>f'>-:''r-5f«:?S 

[0 0 2 0 1 W±?!>s=3>f->:v + -S:^(D3£a5S«gtC 

[0 02 nip^.. -e-4i-eti(D«gK:si:fiS§ri5=j> 

-r. &iSLmrSX^ti'^timt^:^::i:yr->y^-^mi.> 

he m^^ik^tiiit. zi:y^>y^- <Kc) x^mt$ 

titc:=i>7'>yr'-^^^>'rl^y'^- (Kc' ) XW 
50 g0i#ftOitL-C. 55iJOtlgic^i:f^TC^ 04^:^^1-5^ 



<5) 



[002 21 :i^mm±j&(r>m!iS^^^xr^^tifci:>(D 
tcBg-^i t $ ti/c n > r- > f'- ^^^-r c i T&^r 

[0023] 

U a f - 7" a r-iPh n^Of"- ^ ^n^r h /cis?)03 f 
ftM^^^^^/cd^xD-'N'^ ^ - 5? tS^R^Bf-^^k^ titc^K 

cccfc . fflE^ 1 <3[>5^.aEts$Ktc J: o^Bg-^^fc$nfcBiiie 

^tcc, Bi-^<tS^a^c::3b*-:7*af-^ h*}|^<D-r-^'^S 

(DlSUaiSCCcfc-^r^tSt. it:^$n^ll2 0ISfiEtt#E^ 
L . gulBiiff TCcI: 0 Sff L /cfJlBBg-^ftil^^ffi 

OBi#fbLTlulBtl^3tr>'WX«:3ll^-r^<b^ttc. Su 
IBn t'-:7-pf-^ httmO"r-:$'^Bg-^ft?tifc^*8u 
IBt B^Jt r ;^ cc feii-r ^ o r ^ ^ o 
[ 0 0 2 5 ] if /c. Bg^ft^tc J: OBf-^^tC^ffl-^ft^tl 
;:cr3 b'-- :7*C3 7- ^7 H ^mor-'- ^ ^ r - ^^m^m. 



!t$gg2(n)0-100069 
S 

MiBfte<Df'^^VX<i:<OPBl'C=ib'-:7'a'r>7 hJ^tl^O 

^^•7y-d^tft«^Hi]iBS^t^srsm•r5<b#t^. Bg-^ 

ISiiE#l5Cc <fc 0 ^fi U /cBUlE^'^' ^ ^ - 5?tf fROBuie^ 1 

x'lBmn^m^mtuo . c<omm.mm'^cj:':>x^f&. i^m 

m^eccj: OBuiBiUmScfc ^3 ^mL fcmiimmm^^ 
^•r^/c«t><D'>'^^-^t«$R«:. HygBII2<DS.SE1ft««: 
J:'0^^itOXmnm^9t'ry^'< :^'^cmmr^t^(c. 
BUiB=3b-:7-D7-^ h>r=t^Ox-5f^Bg-^<t5*i/c^^ 
BUSBtB^5t7^^^ >r X CCK^-r -5 C i ?:!^»<f: r ^ 

[0 02 6] ^/t, =2>f^-^>i^;'^7^A4C 
Ji^xm^ttiLoJ^t^immWX&'oX. nf-r^'nf- 
h^^mo-r-^TtJ^Bg-^^k^ta-CIBia^^ti^lll (DIBtt. 
mjiBBg-^^b7=^-:$'<D8g-^{t^MI^.-r^Bg^it^ 

O*^^ 2 O 2 -oo^^'y ^ - ^ CCj;^ C:f TIBiit* ^^ 2 (DWM 
^a^. 8uiEm2CDPJmJ. lulBr^ > t'^ - ^ v^J^f* A 

xi^m-^mt^isnxsy^ct^kwmi^r^mmi^x^ 

[0 0.2 7 ] 

[j%H^c7)^jfecoff^«g] t(T. mm^mmLx:^^m<Dm: 
mr^i&^'Amt ^icc(j, *^b^©— ^«i»^@,cc^ 

;^T'A«B3c3?^^^N$tirL^^„ COPC 1 1 IEEE 
1 3 94>'yr;U>'<X2 0 0^/M/r5^gP<Dr3>>'^- 

;^ (STB) 12. f'iy^)lt:y':tiJ^ytMtDyi:y 
Ar2-:$?' (DVC) 13. isJlOf-'i^^-^Ut'r^:^-^ 
h (D-VCR) 1 4 iiifioJ6feCC«^$tlT 

[0O28]-fe:;hh yy^^^y ^'^^ (STB) 12, r 
>'^;ut:f^:t:^^^ (DVC) 1 3. fcirO'^rv^ 
f':?r^-fe y h (D- VCR) \ 4{t. ^ti^'ti 

I E E E 1 3 9 4 r3 t'-:7*Dx^ h S}?tMr 1^ hf^ 
;^w2?):c. I EEE 1 3 94 5> T ^U^^'X 2 0 0£(D-r> 



9 

^f'5»i5®E^^LSSP (Authent icator) 12 

1. 13 1. \ 4 i^muxis^^o 

0'f=i^^;l/t''r:t:^-b h (D- VCR) 14 

m-^^kSP ( D e -/C ipher) 122. l4 2i)^WL 

^y'i/^Jl^T^tiJji^ (DVC) 1 34COCir(i. B§ 
-^{tSS (Cipher) 1 3 2 /ci^f)?)^®^^*!^*^). 
[0029] PCI K '^:7*.-i<-y (ST 

B) 12. -f v^^^bt'f';*-;^?^^ (DVC) 13. 
a^f^t/^jUfT^cti^y-fe -;^ h Ur3-:5^ (D-VCR) 14 

ri EEE 1 3 9 4 1^ VT;^>'^';^2 0 0±^$e^?^1 

[ 0 0 3 0 ] P C 1 Hi. m^(DJ: o CC^ p C I >'^'X 1 
OOi, CtiCC^)g£$*a/cltiJcOM8fe^i^:x-;l/<b*^6 

CPU^>^^--»H 1 1. If-r^-f h3s/c(i'ri^^-»UT 
WmcO^^--^ 113. MPEG2'^=i-:5*'l 1 5. D 
VD-RAM F'7-Y:/l 1 66COL^r{5. PCI>'^'X1 
OOiCD-Y^^f-^^c-rxgCtC, tt^iSiI*5i:0'+— 
i&3^j:<i;^^f ^iSSEAJtllSiS (Authent icato 
r) 1111. 1131, 1151. 1161 ii^Wiii h 
nxi^h. Ctie^iSM^Sa^ ( Au t h e n t i c a 
tor) 1111. 1131. 1151. 1161 CD*S 

^^'j^y^ (STB) 1 2, -rS^^Jl/t'-r^;^^^ (DV 

C) 13. *?<:fcC>'r>^^JUt'7':t:^-fe h (D 
-VCR) 1 4CD-en<bIlIi;-C^0. r3>7">'>7^-:$' 

[0 03 1 ] ^/c. cn^CPU^i^^^-^H 11.^ 
13. MPEG2 7'r3-^'l ISO-Ot^?-:? 
*^;^gBCci3:. $e>CC. Bg-^{t$n;cn>7->';; (en 
crypted contents) OBg^<t^»^-r 
l>tc^<Dm.mtm^^^i'^'<%^\tm ( D e - c i p h e 
r ) . 1^fcm%^\tU (Cipher) iim^ihtiX\.^ 

ccrsj, 1 sccoc^rtiBf-^ftSP (c 

ipher) 11 3 23:^>l9:C:t6*i. CPU^>>*-;I/ 1 
1 1 *5cl:C;^MPEG2r=i-d^l 1 5 CCOC^T^iS-^ft 
gMDe-cipher)1112. 115 2f)^^i^ h 

[0 0 3 2 1 CPU^i^^-'-'H 1 1 v>fi?a:7'P 



6) it#gg2 OTTo- 1 000 6 9 
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^.gpi 1 1 2\tm7L\tPC \j^7s':r^)viy<o-^t{^x 
m^i^tscti)^vt^. $/c. cpu^s;^^--'H i i 
rtcotsiEgBi 111. ^^mma^l i 12. mpeg2 

r'n-^gpi 1 1 35Jv:7 h xTt?II^LT4>MC^o 
[0 03 3 ] DVD-RAMK-^-^:?^! 1 6«PC 1 1 
<omm&mMSitLXWLi^htifci><D^$>^. lDE-< 
y^-y :x: ^ :KtfcU AT AP I >r>d?-:7 ^-i';^^^ 
/rurpc I 1 0 occm«i$n^. dvd-ram 

K^W^:/1 1 6 «l£liEiiLSa5 1 1 6 tH^ 
10 {tSP (De-cipher). Bg-^^tSP ( C i p h e 

>-7 7'-^^Bg-^fbl>/c1:^SO^$ DVD -RAMI 1 
6CCgeiir'2>/c«?>"C«>^o 

[ 0 0 3 4 ] PC 1 1 CC(i. $ e>CC. PC I >'<::^ 1 0 0 
i I EEE 1 3 94S^•;T;^^^':^2 0 0rB1^)R:^^S]'CS 
mr hi 3 94:/'] y 1^1 11 i)^&(rfhtlXi^^a 13 
9 4 1 17 ISUSaSSP. Bf-^itSP. 11-^ 

{bgp«i"4i^iSt:f6tir*56T. Bg-^{b$*i/cr3>f'> 

yr-^{t^mt^titcmm<oit^pc i^sxi oo*> 

20 6 I EE E 1 3 9 4 >'•;T;^>'^'X 2 0 0-^. ^/cIEE 
E 1 3 9 4 ixy T^U>'^'X2 0 03&^6PC 1 1 0 0 CC 
S^$#l6o CtDcfc^tC. 1 3 9 4:7'y 1 1 7«. 
PCI IrtOtgtfe^i^^-Jl/i 1 39 4•r>'^'-<;<i<DPB^ 

[0 03 5] CC-C. 1 EEE 1 39 4^>VrJ^^^':?^2 
OOiODVCl 3t^^^m^tihy=i^'^)l^::3>^>^'J 
^, CPU'=tix^-';H 1 1 T'V :7 h »t7*T'r=''- Ft" 

[0 0 3 6 ] ^T. DVC 1 3 <LCPU^>?^-;H 1 

30 1 to:>mxm.mmi^ni.K i:c^K:=2t:-:7'ciT-i' hts 

X-rAlDt*. 1 3 9 47'^W-XfciafPCl 1 rtOS 

^tg^ ^ - J^c^[El5S if /c :7 T - A ^ T ?:c <t Wia^^ 

[0 03 7 ] COISfI5iLIlCCr. CPU^i^^-JH 1 
IJiDVC 1 3 cfc 0 5^:^5X0 /cf=-:$?&cS-:?C^r. Bg-^ 

(J.:iT=i>f->';/=^--) «:^^t--Sc DVC13ii, r3 
>-r>'7T^-:5?^Bi-^fbb. ^:h^C P U^t?^ -;H 
50 1 1 cciH^c Bi-^fb^^i/crJ>f'>':'iiBg-^^t$n/c^ 



(7) 



* 1 3 9 4^^';^2 0 0*jJ:a^PC I 1 0 O^itLX 

CPU^S^^--^H 1 UCS:^. CPU^5^^-JH 1 
1 <om.m6 (De-cipher) 11 12 «i2iiECCcfc 
-:>-C^fiS S ti/c =1 > 7" > -C :3 > :y <C>Bg 

[0038] Bg-^^»A^*l/c=3>x>'>«C PU^i^^ 
-;H 1 irtov:? h':7*TMPEG2-7'=3-:$r (De 
c o d e r ) 1 1 1 SCcicor-rn- F$n/ct^, 
^'j 1 1 2iVGA=i>hP-'7 1 r 4 ^itS^-S^A G 
P(AcceleratedGraphics Por 10 
t ) ^/MyTVGA=J>hD-^ 1 1 4(cmhtlXn^ 

CO 0 3 9 ] ccDi:^cc. 7"ix^Ji/<Dn>f->':'7^— ^ 
EEE 1 3 94 AX2 0 0i6J:UPC I i o 0(Dt' 20 

^yr"-^ iit^mt^tifct^iiM^ cfc wi^cc 0 . 

[0 04 0 1 $/c. PCI lrtCD-&tgSfe-ti>:=L-;U§6C 

^^^tT^fI<307='^^'>f ;5^3&5S ource Devic 
e . ^{t-r-Sffl'JcDf ^^V^^SS ink Device "C 

[0 0 4 2 ] S i n k D e v i c e ^T. SL^Sl^ 

(Na)^, Source DevicetCST. 
^UX. Sink D e V i c e«. i*«?)6ti/cr^fa^ 
mi^^XN ai)^hA r ?:{f^T^o 40 
[0 0 43] Source Device ti, UM"^^ 
ryXmJB$^iy^Rt>^'7>^J^9-'\'\^>i^'^- (Nb) 
^ti^, tSMm^(rCl(ir^lt^^tLXS i n 
k D e V i c e tcilf o -^Or. Source Dev 
ice^J. '^^htifcmi&^mi.^X\^bf)^hBr^i'^f& 

[0 04 4 ] COt^. Source DeviceJS. 
jt .y^^iy (Bv)^Sink Devic eCCiH^c 
C(Djiy'(z-iy (Bv) ti, ^^Hl^i. Na. B r i;^^ 
^bf^Ja^n/ct>Or-*-5>. 50 



2 000- 100069 
12 

[0045] Sink Devic e > 
(Av)^Source Device ^Cik^^ M 
-i^(Av)«. ^ea^i. N b. A r iJlPef'f^Stl 

[0046] Source Deviceii. A v^^jE 
O c i A^6ti2i L , IE 1/ C:f tB#^*ijE^ U'f^^A7.X^i> 
i*iJ»TL/TsgaEm (A k) Srf'P^. l^filCC. Sink 
Devicet>. B v ;&5iEbl^3&^5ilSL. iELC-ttii^tB 
^;&^iE^?:cf'>'^VX-C*^<5:*JJ»rUri2iE^ <Ak) ^ 
{%^. 

[0 047 ] ^(0\k. Source Device ti, 
t2iE^ (Ak) rBg-^{tL//c=i> hP-JU=^^- ( eK 
x)€rSink D^vicetCiilS„ Sink De 
v i c e«, Bi^{t^n/cn> ha-;l.4^- (e Kx) 
^sSaESi (Ak) r'Bi-^^«?^L. =2>hn-JU4^- 

(Kx) ^{'P^o 

[0 04 8 ] ncfc. ^2 01SiiEiJLSCD#^llS{3:^< ^"C— 

[0 04 9]1M3ii. :^IS?f^«eT'ffic^6n^i2!iE^Jl 

(Kc) ) (7>f^«^IWcraT'2>ft«:^^^-rS'C^ 

X*^S ource Device. SffT ^WOf'>'>V 
;^;&iS ink Device "C*^, 
[0 0 5 0 ] tiTS 3 (DiSiiE^llS. Bg-^ft^lffi^oi^r 

(i)j5^6 (10) ^rs^UiicSE-^'CiFiBjurcKo 

(1) ^TSource Devic e-i Sink D 

e V i c et^^sSc^CClSiiEiilS^IISfeL/CSu^CC^t:^^ 

n^:3> (Kx) ^mh. 1^. C<DZ3>> 

/c^^i: -5 :3 > h a - 5 n ^ c ixc /j: « 

(2) Source Device a^f-V^y-r- 

C ^mr- ^> 'S>5^>^^T C G M S i ^ t*- > h 

n-Mf$B (EM I ) ^S i n k Devic eicmH 

(3) Source Device. Sink Dev 
ice<h4>iC. n>h ci-;U^- (K x ) <i: =Jf-n> 
ha-;UtS#R (EMI) ^^C^T, IS^^-- (K c k) 
^i^St. Source Device. Sink De 
vice 'C^^W'f^c 

[0 05 1 ] c(D^^^-Kc)<.(D^jSL^m^m^xmi 



(S) 
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Kc k= J [Kx. EMI] 

C005 2]CC"C. Source Device*^^ 

Skhti^EM I t* ipJoJ-r-^'^^L/trc^^li^ 

Sink Device "C6i. 3 :^Dj5g:7f^-}- 
t»«EM I * CCSt^^en. mkSMfs^S o u r c e 
D e V i c e iL/r^XO^^'\33>-r>'>7=-:$r^^l 

(4) Source Device . SLIS^^S^^J: 
itCiO 7>:5^ACC^^$tX'2,>'- F + - (Kc s) 

C(DS^-F=^- (Kc s) (Kc 

(eKcs)^Sink Device CCi^ff-T 

(5) SourceDevice«. S 6K:^S»J^CC,i: 
Ort^>!)^^*:>orc^<B$^IS7^-3? (Nc) 

Sink Device KZiMff 

(6) Source Devic e{i=3>7'>-;;f^— 
(Contents) ^Bg-^ft. :RO'm-^fb'r €>/ci?)<D 20 

r3>7->::^^- (Kc) ^iy- K + (Kc s) <tB$^ 
(Nc) iCDMaccS-^Jl^T^St-r^), iP%M 

Kc = J [Kc s. Nc] 

(7) SourceDevice 5^^^^ tx/c:^ > 
y^- (Kc) ^fflC^T, 3>'f->'>-r-:> (Con t 
ent s) ^^mtL. llf-^{b$ti/c3>7^>->f'-!S' 

(e [Contents (Kc)])^Sink De 

V i c e^CiiflT^c 30 

(8) Sink Devic e (i^ff U/cn 
-^^^ffi^lb-r-^/catXDS ink Device 
n>T->":/^- (Kc) ^^/S-r^o C(Oic^. ^TBg 
'^ft^ti/cv'- F4^- (e [K c k (Kc s ) ] ) 

(Kck) CCj:Oa^<bL. i^-K^^- (Kc 

S) ^f#^o 

(9) -€-br, Sink D e V i c eliCCDi^- K + 
- (Kc s) <h, ^a?>^fli (5) 5Ccfc»)SlfaRofcB$^ 

7^-(Kc)^Sink D e v i c e S#r^c 40 

Kc = J [Kcs. Nc] 

tiyX. Source d e v i c e <blH)fi|(DjiiS«r L 
( 1 0 ) -eur . S i n k D e V i c e{i:3>T->*:>' 

(Kc) ^fflt^r. ^ni (7 ) rinetirt/cBg-^ 

fb^ti/cn>7^>':/f'-:$? (e [Contents (K 
c) ] ) ^m-^ibUT. iE^{Cr3>f->*:/f^-:$? (Co 
n t e n t s ) ^tt^ C iT^PT'^ 

[0 05 3 ] WiCCD J: 9 Z^CJ'Bi-^fb, 50 
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^it^m^mMr^Ct^C^^ . — OCD^Vf-^^Vf^- 
tJr (Contents) (CJtur, StSSP^rr^ >-r > 
:V^r- (Kc) i^^WflM. osoi^— «)=i>^>':^> 

- (Kc) ^m^'^cnm^hctimmcu^. wmt 

(Kx)-^. CGMS<DJ:^tcn>7">-:/f'-^?<03t* 

-Jl/^- (EMI ) ^oJ^<Df'-:5?3&^. :J>7'>y^- 
(Kc) ^0cCO/cd?)CD^iLriB«fiefflL^CC^r?StJ 

fciy-V'^- (Kc s) <b, (Nc) ^f^mUX 

^iti^ammr^x'^nr^m^^- (Kck) ^f^j^T 

-5,7:^^. F^- (K c s ) Ram^^ (N c) 
Or"-^ tLXlR?L{t. Sink D e v i c e S 
ource Devi c e i L/-cy!:«:»iJ<Df"^W::^K:=i 
> f" > f"-- ^ cc^ 0 -cei-^< b L =3 >T- > ^ 

lE3i|-r^ia^CCt>l5j(;=3>x>^:;^^- (Kc) .^S:*^. 
mmir^Cti)^X^h(DX. =i>7^>'> + - (Kc) T 
Bf-^{b^ii/cn>r->':/7^-^ (e [Contents 
(Kc) ] ) :S:$6«:35/cSiJcO=i>*r>'>^- (K 

c • ) ^-ensBi-^ib-r-Sxfc ^ «iiai«a2^g^r< ^cd 

[0055 ] ;XtC. ^2.^3 ^rffloriJ&B^ U/ca't:iC 
C^r-etl^ni^iB^LTCKo -US^C, >'n-- V:^>'^r3> b• 
y'a'r^ V if^^iL^W^ :n > r- > ^fdli^T 5 C <!: (JT'# U 
':/(DBi^{b^^(*L/ctaccx F iy'-zy^j^^:^(iC%zmr 
cOiB^il^S (Plain Contents) *s:;piE^c 

[0056] iE-C-C. ^HifeJB^-Cii. F 
-<>^Cc«g2iISJiSSP (Authent icator)0 
<J^*iaC:r. n^-rV^^^^rBg-^^bL/c^^lElip^-r ^ TCC 

[0 0 5 7 ] felT. ll4^#^L=if"-r7-ci'r^ F3&^!4i^ 
g^^C— lpl(D^nf-a](0=i>7">'>7='-5?*STB 1 2 
*^6^fiUTDVD-RAM F^'-r^ 1 1 6<7:'DVD- 

R A M^ 7^ ^ r ccieiiT^il^^^ or-E-cDifil^:^^* 



(9) 
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(1) STB12<bDVD-RAMF^-<::^l 16-?-^ 
-^tlCOWM^ (Authnticator) 121. 1 

1 6 \ ^1Mr>x. -?•n^•r^^'>r;^f^cD^^^fc^ SCi 
^JE^tj:f^^^:!^V$3i>Ctf)mm$ti^t. STBl 

2 fiW^ e> Bg ^ t ^ ti r e) 41 r 5fe ^ :3 > h a - ; 1/ ^ - 

(eKx) ^DVD-RAMF^>f ^1 1 6 ifflTBg-^^ 
ft?#3>hD-Jl/=^- (Kx) ^iJ?£f^o C4itC<fc«3 
I5l— Or3> hC2-;l^+- (Kx) ^STB12iDVD 
-RAMK^-f^l 1 ^, 

(2) STB 1 2/>^aiM"r'5=J>^>*>7=-^tC«CG 10 
MS <!:Bg^«ti'2):3f-=i> hu-;Ht#R (EMI ) 
*nr4c59. C©3f-r2> ha-;Utt*B ( EM I) ^ 
DVD-RAMK^>f :/l 1 eecfciUftL-C, 

r)mmLfcmmcmr$^i&^^- (kcr) ^^mr 

(3) STBl 2«. SL»^i^^CC<fcO^>^ACcffe 

K^- (Kc s ) ^^L, CO>'-F=^ 
- (K c s ) (K c k) ^mmLXBimt^ 

titct^- K + - (e [Kc k (Kc s ) ] ) B#S!?» 
T^-^f (Nc) ^DVD-RAMK5>r:/l 1 6tc^m 20 

(4) STBl 2(J. tx'-F^^-- (Kcs) iB^^I&f^ 
<Nc) <t<3[)M»(CS'^C^'C3>f->:/=^- (K 

c) ^^J&L, CCOn>f->*:/ + - (Kc) ^^Jfflb 

:3>7^>';^7'-:5?^B§#fb-r^o -^LT. DVD- 
RAM K7>f>^l 1 6r«Bi-^{fc$ti/c=i>x>';^f'- 

^(e [Contents (Kc)]) ^Bf-^ft^ti/c 
iJ^PC I >'^'X 1 0 O^iiUrDVD-RAM 1 1 6 CD 

c k) CCjio-C-^St^- K=*^- (Kcs) ^fl^fbb. 30 
cn^B#^£t(Nc) i^CCW^C-^. ^SCD.fc'^iC-fei? 

(Kcs) tm^1& (Nc) ti. DVD- RAM 1 1 6 
SWOltfR-C^^SWfii (m3#«^CCj:0mJl$n/c 

f-r3> hn-;MffR (EMI) U r— f-njj 
6 rcnWi^i t*-:JFoJj (D^m (EMT ) tc#^lft 

c o V X r 6 (ir ^ -fe ;^ 4h ^$1 

mxhho ift. C4i 6^180^3 > hn'-;Hi:^-CCPU 40 
^2^jL-;H 1 1 (C<fco-C?f4Dta^o 
[0 05 8]-^tC. ^6^#BSLT. DVD-RAMF 

"rly-yf-^ (e [Contents (Kc) ] ) ^M 

PEG2f^n-^'i 1 srn^r^w^ccoc^-ciftB^t- 
<1) DVD- R AM F^-rrT'i l 6 iM PEG 2-^=3 
1 1 5 iOsSiiEas 116 1, 115 1 fiiX\ ISIE^ 
I ^Si ^ J^cc r ^ c i tmw^ ^tiht, 

DVD- RAMI 1 ^mi)^h^mtcinxmhinX^^ 50 
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zxly hO-;U^- (eKx) ^MPEG2t^3-:$^1 1 
5ffiiJrBi-^^^#=2> (Kx' ) 

ho ctiCc<l:Dl^i— 0=3> ha-Ji/=^^- (Kx* ) 40 
VD-RAMF^^::?'! 1 6<bMPEGf^=3-y 1 i 5 

to 05 9] fcfc. C<3D=i> ha-;l/^- (Kx' ) « 
JiiSU/cDVD-R AM 1 1 5 i STB 1 2 ir^fiSL 
/cr3> hP--^l'=^- (Kx) iti^^<i:^t:t^^o 

(2) DVD-ram F^-/:/i 1 6tc*g»33nt:i^^ 

x64a/c=if-"r'> hci-;btt$R (EMi; ) 
r*50v C©:3t: — r3> hu-JUttfR (EM r ) 4M 
PEG2r^r3-^^l 1 5 CC feSlfILt:, 03CCj:OlftB^ 
L/c^|iCca-:5^*£^+- (K c k* ) ^it^-r^c 
[0060] (3)DVD-RAMF'7-<:7'116C*, 

@Wfii-cBi-^^t5tir«iW3nti^/ct/- F^^^- (eK 

c s) (C^LTllWffi^fflC^iCfl-^fbT^o :X^C<DtS 
^^b$4i/c'>- F^^^- (Kcs) 4. ^gt^tS'^=^- 

(Kck- ) ^^mi^x^mti^. ccDBf^ft^nfcv 

-F+--(e[Kck* (Kcs)]) ^MPEGf^n 

[0 06 1 ] ctit(5i«ccBg#>fk$4irtt*fl$tirc>rc 

B^^SSif'-^ (eNc) ccoi^r 4>@Wfii4fflc^rS[-^ 

{fcL, MPEGf^=i-^l IStCiUfsT^o 

(4) DVD-ram F^-<y^l 16J3:, zxly'f'^v^ 
- (Kc) ^^^mt^in-tczii^^iyy^-^ (e [C 
ontents (Kc)]) 4MP E G 2 -r^n- 1 1 

[0 06 2 ] (CCt:'^?&>^<fc'5CC, i^- F=^- (K c 
s) . B^^gJ (Nc) i3>-r>'7^- (K c) Cii^i 
LfcSTB 1 2 iDVD-RAM 1 1 ^xnmi^fci>(0 
il5li;4>cD%fJffl"C#^o 8£-5r, :^S=3> hP-;u=^r 

(K c) ^^JfflL-CBg-^ft^txTDVD-RAM 1 1 6 
CC«lfi$ti/c=i>'f">':''?'--^' ( e [C o n t e n t s 

(K c) ] ) 4MP EG2 f-'n-:5^1 1 6 CC-€-(DiS 
mthCtt^X^^h) 

(5) MPEG27=:3-a*'l 1 6r5*. SfiL/c=i>7" 
>';/f'-^^II-^ffc-r'2.^ci?)tc. MPEG 2 rrJ-^i^ 1 

1 6rtCDA u t e n t i c i a t o r 1 2 1 ^\ 
^tifci^- F^- (e[Kck* (Kcs)])*, *S 
^=^- (Kck* ) €:flac>rm#ftt. ^>-F + - (K 

c s) ^i^-r^c 

[0 06 3 ] ( 6 ) ;^CC. Autenticiator 

1 2 1 F^>-(Kcs)<b. DVD-RAM F-^' 

h'tTI 1 6 J:OSt:tm-:^ri^^B#^tJ{ (Nc) tom^ 
(cj:0. r3>f*>*;'=^- (Kc) 4^.^-r^o 
[0 0 64] ( 7) £0ccn/cn>f->-;/^- (K c) 
iiMPEG2f^a-:$r'i i 5l^(DDe -Cipher! 
1 5 2CCill6n^c 
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(8)De-Cipherll 5 2 {iK c J: 0 Bg-^^t 
Si^;rcr3>'r>';'"f-:? (e [Contents <K 
c) ] ) «rr3>7^>-:/+- (Kc) «:i:0«?C^r. ^<0 
aiy-T^yycoP 1 a i n T e X t ^^^^^o 
[0 065] (9) MPEGaf':^-^^! 1 5«P 1 a 
i nTx e t^T^n- PO/d*CCVGAn> ha-^ 1 

fcl±<Dcfc9W:. DVD-RAM K-^-r:^! 1 6*^6. M 
PEG2'r=i-5»'l 1 SCCnt'-ynf-^ hffiai<DJS$ 

hD-MfIR (EM I ) STB 1 2<1:DVD-RA 
MK^-r:/l 1 6"C=i f-z^PT'^^ h*JiS^L/cti'&i 

€>C<f:CCj:0. n>7^>^;/=^- (Kc) tCOC^rt*l5]— 
icm'z>fctt. MPEG2xn-yi 15--DVD-R 
AMF-^-Y:^! 1 6CC«SS$n/cB§-^{t5tl/c=3>-r*> 
'^-f^- ^-ecD* * M P E G 2 f^n - ^^CCaiffr S C i 

?&^r^^o c:n6^Jii<Dn> H p-;uti±rcp 20 

[0 06 6 ] ®7^#»BL'C. DVD-RAM± 

(EncryptedContents) ^jSyODVD 

[0 067] C O^-^. Source Devi c e i 

:^cC-5DVD-R AM F^-r::^tC«, r^f (dIpJj (D 

r3f-n> hP-JHf#B (EM I ) :Oi««$n-CC^^>C 

( 1 ) S o u r c efflOVD-RAM K^^t/l 1 6 <b 
S i nkffiJDVD-RAMl 1 8 ^C^C:t ^TC^^ISliE^ 
1 1 6 K 1 1 8 1 r. ISIiELSc^CCiE^J^jrr-'^'^'Y;^^ 
^'S>Ci;&55iiS^^^€>i. S o u r c eHiJDVD-RA 

Ml 1 e^t^^e^-^ft^n-cj^etir^-sn^ hp-^u^ 

-(eKx'')^Sin klfJD V D - R A M 1 1 7 r- 
ffg-^^«^P> hP-^»/+- (Kx' • ) ^« 
C^lCCcfcOloi— CD=3> hP-Jl'+- (Kx* ' ) «:DV 
D-RAMF^H^>^1 1 6 <b DVD -RAMI 1 St^^t 
WT^o 40 
[0 06 8] 1c1t. C03>hP->^L' + - (Kx* ' ) 

(2 ) S o u r c effiijDVD-R AM K^-f ^1 1 6(C 

0:3b*-r3>hP-^Mf$R (EM 1 ) ^t^^^ ^ txT *9 . 
COr3t:'-r3> hP--;l'tf$R (EM I ) ^S i n kfflJD 
VD-RAMK^-Y-^'l 1 7tc4>iil(iL-C. 03CCj:O 
iftBJU/cr^3aicS-:?^*g^4^- (Kck' ' ) ^r^t:^^ 

50 
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(3) S o u r c efiJDVD-RAM K^>f 1 6 
Bg^ftantSW^nfct^- (e *Kcs) 6C 

/ce>-K=^^- (Kc s) ^^gtiS^=^- (Kc 
k* • ) ^^JfflUrBg-^^tl/. COHg-^{t$tlfc^'- K 
(e [Kc k ' (Kc s ) ] ) SrS i nkWDV 
D-RAMK^^::?'! M^m.^^^. cnif^I^WiBg 
^<t$i^r*S«fl2nt:i^/cB$g!Sfr-t> (eNc) 4CO 
C^rfe@Wffl«:ffltirffi-^ftl/, S i nkffiJDVD-R 
AM F^-r 1 8^cSlfi-r^>o 

(4) S o u r c efflJDVD-RAM F-7^^1 1 6« 
KcCCj;0Bg^{t§ti/c**<On>f->':/f"-^ (e 

[Contents (Kc) ] ) .^DVD-RAMF5 
>f ^1 1 SCCiiilL. DVD-RAM F^-Y:/l IST' 
C<D:3>x>U/'r-:$' (e [Contents (K 

c) ] ) ^£:^<D*$ ^^^^1^(0^7= ^rccum-r^o 

(5) Sin kfFJJDVD-RAM F^-^^l 1 SU. S 
o u r c e (FJJD V D - R AM F ^ ^ 1 1 6 f)^fb^l.iWL 
•o/cBf-^^tSti/cS^- F+- (e [Kck* • (Kc 
s) ] ) (Kck* • ) CC^fcOtS-^ftO. 

F=^^- (K c s ) ^^f&r^. 
[006 9] -eLr. COt^- F^- (K c s) iB*^ 

(Nc) <t^. DVD-RAMi 1 smmcommm 

m^h,iim^tii>. */c='t--r3>FP-il/tSai (EM 

{•i^rcpu^^>^-;n 1 l•tcJ:oc^ffcn^, 

[0 0 7 0 ] COJ:^CC. DVD-RAM F-^-rr/J&^e 
S «J O D V D - R A M F 7 T/'^ n > T- > - ^ ^3 f 
€>ia^{c«. 3 > f - > -r^ - {i»;]ei?>;&> 6Bi-^<t$ 
tifcltt. ?I-^{t4>5nr-^<DS*«>^-*©'DVD- 
RAMF-^-rr^tcfeiH^iinf-iftaSlJ^^^^TT^. $ e> 
cc. n>7^>:;=^-«:ifi£-r-5fc25?>©i^- F^- (Kc 

s) . BS^St (Nc) CCOCi-Cfc, ^©ffSI^Cf'-:^^ 

[0 07 1] 

r3 > f - > r^- * Bg^< tS^m^ifc-r ^ /cJiXD 3 > 
>^;/=^-^. StSSFel^'OBt-^^tiEJLSICcitiKcfiEfflT^ 

C it Jl^^r # . ^^-o^mfX n f - 7-p f - ^ F ^figSrH^T 
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20 
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( K c ) (Di'^f^^m^TTstWt^M. 

[0 5] l5]||M?f^)S<Di^X7^Atc^t:f 6^i/c>^ h U-S^ 
[06 ] 0 1 <Dly7.^ h.^^^^ l>7. V V — V^f^^AT.t^ 

[07 ] 0 3r^$tl/cr3t'-:7'D7"^ h^^^ffli^ 

1 1 ".yN--v:^;bz3>fe;jx — 3? (PC) 
1 2—fe-> h h -y:/?}^-^ (STB) 
1 Z '^iy^)V\^^^tfj^'7t,fc\tX>Vtj2>.zi-^ (D* 



* VC) 

1 4-"ri^^;l'f .7 hU=a-^ (D-VCR) 

1 1 1 •CPU^v^j.-Jl' 

1 1 2-£^-t >; 

1 1 Z" V7''7'< ^$/cti'ri^^i^TV^^-:^ 

1 1 4- -VGAri^ hn--7 
1 1 5-MPEG27=^n^^' 
1 1 6- ■DVD-RAMK^>fr?' 
1 1 7 1 3 9 4:rv ^'i^ 
10 12 1 • -ISiiEgiS (Authent icator) 
1 2 2 -Bi-^^b • ^^Ibas { D e -/C i p h e r ) 
13 1 •••ISUSP (Authent icator) 
1 3 2-Bi-^fkgP (Cipher) 
1 4 1 -ISiiESP (Authent icator) 
1 4 2 - Bi-^lfc • m-^^bSR ( D e -/C i p h e r ) 

1111 -ISaESiJ (Authent icator) 

1112 •••m-^<tSP (De~c i pher) 
113 1 -ISiiESP (Authent icator) 
1 1 3 2 -Bf-^^taJ (Cipher) 

20 115 1 • •iSIiESP (Authenticator) 

115 2 -a-^ftas (De-cipher) 

116 1 • •ISiiESP (Authenticator) 



[03] 



Sink Device 




Source Device 


®HcK=J[Kx.EHI] 

®e[KcK(KC5)l 
(S)Hc 

(2)e[Contents(kc)] 

(B^c8^[KcK(kcs)]/(kck) 

<g)Kc=J[ltes.Nc] 

®Contents*-€[ConteTits( kcy]/(Kc) 





(3>KcK=j[Kx.a«] 
®Kcs 

(§)Nc 

<DKc^J[Kcs,Nc] 
<Z)Contents 


' ®b[KcK(K&)r 


"<Sn£ 


®el:Contwte(kc)l 



C12) 



• 

!Kea2 oTo 



0- 1 00 06 9 



mi) 




(13) 



2jmO- 1 00 06 9 



m2] 



Sink Devicd (a) 



Source Device (b} 



ft* 



Request AutbenlicaBon & 
Random chaBenge Key (Na) 



Return Random chalengn (Nb) 



Send signed response message (Bv) 



Send signed response message (Av) 



Send encrypted Control Key (eKx) 



Av/J^iEUt^**ita 



AkT^^bbA: 
(eKx)tfr* 



CPU "w^I 1 I 



PC I 

"1- 

*, & 0 



114 1^ 



•KckMilKsBMQ 






i 












•ICoBtBiaiffle)] 


CVD-RAMH9'f7 





1 t 7 

_L_ 



STB 



12 1'^ Auttenticster 



K 



1394 



-•Ks 

-BMI 



dIGbBtmc<Kc)) 

^2 0 0 



lcE£!a94 



^1 I a 



# 
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2 UT)0 - 1 0 0 0 6 9 



[Mb] 



0VD-RAM>x^7 



Gap 


Sector C£^:%7-Ad<lll«>2@Ufi> 


Gap 




Gap 








\ 





•(EM') 



•(Km) 



PC i 



1 1 1 



CPU 



1 1 S 1 ' 



K4PEG2 




-if 




^ Plaiif Tore 










Authflrnicator 


De-Ciphor 



^1 1 5 



'1152 



T" 

1 00 



118 1 A«iK«»t»*ei>r 



•ICbBtMlaObS) 



DVO-RAM K^-f-rf 



^1 1 0 



{07] 



111 

L 



CPU 



Nc 
•allU 



Authintiesfcor 






•tGOfitsAuClc)] 






WDHWM K 5 -f ^(SooroB) 



Authantlator 








- totCsjrHn'.EHIl 
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-BC 
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